Patroni

The real life experience and migration path

Jan Tomsa

@ShowmaxDevs https://tech.showmax.com




Ja

e Jan Tomsa
e DevOps v Showmaxu
® jan.tomsa@showmax.com

@ShowmaxDevs https://tech.showmax.com




Co je Showmax?

e VOD (Video On Demand) sluzba

e koncept mikrosluzeb (mame radi

Kontejnery) SHOW MAX
e EU (datacentrum) + Afrika (zakaznici) &
e Vyvojv Praze a Beroun¢

e Mame radi PostgreSQL :) C H I I- I-

https://kinkyrhino.co.za/product/showmax-and-chill
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S ¢im jsme zacinali
e 7 produkénich (+1 stage) aplikacnich PSQL clustert

e ~600GB

e 1 data warehouse
e 2TB

e 1 analyticky
e 1TB

e 1 pro zbytek infrastruktury
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Backend service

Pavodni topologie

e Master -> slave replikace (repmgr) |

}
Conrlection to PSQL
|

e “Floating IP” J
e Mifici na aktualniho mastera
e Neni to DNS failover, .-~ Floating IP

ale extra IP routovana na libovolny stroj

+ Fungovalo to :D

4____________

- Manualni failover e IR
¥ | —{ e g
- Master <-> Slave - J - 4

- IP (pomoci API callu - management datacentra) psql0la (master) psql01b (slave)
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Dlouhodobé neudrzitelne
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Potrebujeme automatizované reseni

e “Bezzasahové” a
automatizované feSeni

e Rychly ajednoduchy
(i manualni) failover

@ShowmaxDevs https://tech.showmax.com



Kandidati

e 2 kandidati

e Podobné vlastnosti a architektura

e Patroni (htips://github.com/zalando/patroni) - python,
HAProxy
e Stolon (https://github.com/sorintlab/stolon) - go, vlastni

Proxy
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https://github.com/zalando/patroni
https://github.com/sorintlab/stolon

Patroni

e Vyvijen Zalando
e Sablona pro HA PostgreSQL

e Velké moznosti ptizpiisobeni

e Python “wrapper” nad PostgreSQL

e Stara se o cely Zivotni cyklus

postgresu Zalando
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Odkud ziskat Patroni?

e Zdrojovy kod
e GitHub - https://github.com/zalando/patroni
e Dokumentace
e htitps://patroni.readthedocs.io/en/latest/
e Balitky
e PIP - hitps://pypi.org/project/patroni/
e DEB - repozitar PostgreSQL https://www.postgresqgl.org/download/
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https://github.com/zalando/patroni
https://patroni.readthedocs.io/en/latest/
https://pypi.org/project/patroni/
https://www.postgresql.org/download/

Prvni kricky - testovaci cluster v Docker

e Naklonovat repo - https:/github.com/zalando/patroni
e Obsahuje Dockerfile a Docker compose file

e docker-compose up

e Spusti
e ETCD
e 3x Patroni s PostgreSQL
e HAProxy

https://img.csfd.cz/files/images/film/photos/000/081/81627_
08378a.jpg
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https://github.com/zalando/patroni

TOpOlOgie Backend Service

Conrjection to PSQL

HAProxy
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DCS (Consul) cluster
Patroni cluster state
and configuration
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Nastroje - REST API

e 7Zjistovani stavu
e Vyuzivano napt. HAProxy pro routing
m APlvrati 200 nebo 503

curl -v -XOPTIONS localhost:8008/master
curl -v -XOPTIONS localhost:8008/replica

e Konfigurace

e (teni a nastaveni tzv dynamické konfigurace clusteru
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Nastroje - PATRONICTL

Commandlinovy nastroj pro management clusteru
failover/switchover
Reinicializace repliky

StaV ClUSteru (pretty, json, yaml, ... )

root@patroni@la:~# patronictl -c /etc/patroni/patroni.yml list

Fom e e e D Fomm - Fomm e o +
| Cluster | Member | Host | Role | State | Lag in MB | Pending restart |
et e +-—mmm - o m e - et - +-—mm T +
| patroni@1-p11 | patroni@la | patroni@la | Leader | running | 0.0 | *
| patroni@1-p11 | patroni®@1b | patroni@i1b | | running | 0.0 | *
| patroni@1-p11 | patroniB@lc | patroni@ilc | | running | 0.0 | *
et e +-—mmm - o m e - et - +-—mm T +
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Zakladni moznosti konfigurace

Tti typy konfigurace

e Dynamicka konfigurace
e ulozena v DCS (consul, ETCD, ...)
e Lokalni konfigurace
e Konfigurace pomoci proménnych prostiedi
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Zakladni moznosti konfigurace

e Patroni.yml

e Hlavni konfigura¢ni soubor
Nastaveni globalni i lokalni konfigurace
Nastaveni parametri clusteru (timeouty, ...)
Bootstrap (parametry initdb, ...)

Nastaveni postgresu
m Hba, config postgresu, superuser, ...
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Patroni @ Showmax '1
e 9 clustert,
Z toho 6 produkc¢nich "
e C(luster: 3 dedikovane servery /
e DCS: consul (5 node cluster) o Y ¥ Q
e Proxy: HAProxy Es " - ;i o
, —— I i A o
e Zalohy: PgDump + Barman Wy, R Memaen
e Monitoring: Icinga + Prometheus ) | /
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Patroni @ Showmax - HAProxy

e Mikroservisy spolu komunikuji prostifednictvim HAProxy a Varnish

Patroni clusters

/
/

/
Request tqzDB from Service 1
/

(
\‘ Internal Frontends

~
/” =
—

~
-~ Request to DB N \\\
Varnish Service 2
L1

Request to Service 2
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Patroni @ Showmax - HAProxy

frontend patroni@1_master
mode tcp
timeout client 40m
bind <bind_ip>:5000
default_backend bk_patronif1_master

backend bk_patroni@1_master

mode tcp
timeout server 40m
timeout connect 500

option httpchk OPTIONS /master

server <hostnamel> <ip1>:5432 maxconn 500 check port 8008 inter 1000
server <hostname2> <ip2>:5432 maxconn 500 check port 8008 inter 1000
server <hostname3> <ip3>:5432 maxconn 500 check port 8008 inter 1000
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Patroni @ Showmax - Backup - pgdump

e Pravidelny dump kazdou noc
e Pgdump se pripojuje
na master pomoci HAProxy

https://commons.wikimedia.org/wiki/File:Dump_Truck_Dumping_Toxic_Medical_Waste.png
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Patroni @ Showmax - Backup - Barman

e Barman hitps://www.pgbarman.org/

“administration tool for disaster recovery of PostgreSQL”

[ ]
e Streamovani WALU (archive_command)
e pravidelny base_backup

L

moznost PIT recovery

e Adaptace na Patroni:

1. Nakonfigurovat Barman pro vSechny nody v clusteru
2. 'V go psany wrapper spousti barman backup proti aktualnimu masteru
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https://www.pgbarman.org/

Patroni @ Showmax - monitoring

e [cinga
e Aktivni checky - test pfipojeni do vSech db
e Monitoring stavu backendit HAProxy

« Prometheus

e Sbér statistik o stavu clusteru a alerting
m Prepinani mastert
m  Opozdénost replik za masterem
m Aktualni pocet konexi na server
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Trable s Patroni @ Showmax
aneb jak Vas miiZou Patroni postrelit

A v i R
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https://pixabay.com/en/patrons-bullets-sleeves-ammo-1493479.png

https://geekandsundry.com/the-wait-is-over-discover-your-patronus-with-pottermores-new-quiz.jpg
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Kaskadove nestésti

e Po migraci najiny HW
e Nocni backup - master prestal odpovidat
e Patroni zafungovaly a jedna z replik se stala masterem
e O par dni pozd¢ji stejna situace
e Ale zemfely stejnym zptlisobem 2 ze 3 nod
e VysSetfovani
e Kernel panic

e Upgrade kernelu
e Snaha chytit trace pomoci netconsole
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Kaskadove nestésti

e Podvecerni Spicka

e Servery zacaly poriznu mizet z patronictl

t-see-ghosts-why-your-p

o ChVile i byl \% CIUSteru jen jeden Server https://Www.iheart.com/content/ZO17—11—10—doe£§our—ca
. R v v v v et-stares-mto-sp:ﬁce/.jpeg
e Patroni si béhem toho stézovaly Ze nemohou komunikovat s DCS (consul)

e Very scary situation
e M¢li jsme plné ruce prace udrzet alespon jeden node zivy
e Nastésti se skoro vZzdy podatilo reinicializovat néjaky slave, neZ aktualni
master vypadl
e Uzivatelské requesty failovaly - servisy se stale musely pfepojovat na jinou DB
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Kaskadoveé nestésti

e Zaznam pirepinani masteru
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Co se vlastne stalo?

e Nekvalitni sitova karta (Intel i219LM, pouzity driver €1000)

e Zatcéz se zapnutym offloadingem - nestabilni

e Castérestarty - ‘Reset adapter unexpectedly” v dmesg

e Obcas zplisobily kernel panic

e Navenek projev jako drobny packet-loss
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Co se vlastne stalo?

Restarty sit¢:

e Odpojeni lokalniho Consul agenta od clusteru
e Patroni se nemohly pfipojit a zjistit stav clusteru
e Velmi Casta zména mastera <- Patroni fungovaly dobfe, coZ paradoxné¢
zpusobilo problémy.
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Jak to opravit?

e Zapnout doCasn¢ maintenance mode
e Patroni prestaly fidit postgres a ten chvilkové sitové vypadky v pohod¢ zvladl

e Vypnout offloading

Tcp-segmentation-offload
Generic-segmentation-offload

generic-receive-offload

ethtool -K eth® gso off gro off tso off
To okamzité napravilo situaci
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Rozbilo to index!

e Zaseklé jednoduché SELECTY
e Rozbita data nebo rozbity index?

https://pngtree.com/freepng/the-owl-staring-in-front_3324955.html.jpg

user_lists=# reindex database user_lists;

ERROR: could not create unique index
"index_user_list_items_on_user_list_id_and_asset_id"

DETAIL: Key (user_list_id, asset_id)=(ab22fcff-0d5f-476b-962c-3¢c29d3221228,
cfd2b50e-152d-2278-88db-a72b4b1bf22d) is duplicated.

e Duplicity i pfes unique index
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Postrehy a rady

e V pripad¢ pouziti consulu
e Nechte Patroni pfipojovat pfimo do hlavniho clusteru

e Nas setup consulu je trochu specificky

e HIlavni cluster
e Lokalni client na serveru
e Patroni se pfipojuji k lokalnimu klientovi

e Zkontrolovat kvalitu a vykon sitové karty
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Postrehy a rady

e Maintenance mode je vas kamarad

e patronictl pause’ / patronictl resume’

e Patroni se pfestanou starat o PostgreSQL pod nimi

e Mozno délat manualni zasahy v Postgresu, nebo upgradovat patroni, atd
e Pomohlo nam to stabilizovat situaci
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Postrehy arady

e Nckteré parametry jsou postgresu predavany jako cmdline
argumenty pro pgctl start

® Dalezité napf. max_connections nebowal_keep_segments
® spolecné pro cely cluster

® patroni.yml - uvést v sekci ‘bootstrap::dcs::postgresql’

[

https://patroni.readthedocs.io/en/latest/dynamic configuration.html
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https://patroni.readthedocs.io/en/latest/dynamic_configuration.html

Postrehy arady

e Spravné nastaveni timeouti na HAProxy
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Shrnuti

e Patroni jsou super!
e Prosté to funguje

https://forum.webflow.com/t/hurray-for-ix-2-0-beta/48446

e Nic neni dokonalé a ani Patroni nejsou nerozbitné

e Musi tomu ale pfat okolnosti

e Nepodceinte spravnost nastaveni a testovani :)
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Prijd'te to resit s namil!

Hledame dalsi kolegy

tech.showmax.com
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Dékuji za pozornost

Otazky?

@ShowmaxDevs https://tech.showmax.com



